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Task ID#: 20305 



JIG - PRESENTATION 



ENERGY SECTOR STAKEHOLDERS 



Assigned By: SHOEMAKER, John 
Assigned To: WELCH, Matthew 



Concluded By Tasker: 



Y 



Security Level: B 



Concluded By File Coordinator: Y 



Details: Please complete a post-Summit G8-G20 PowerPoint Presentation to be presented by S/Sgt John SHOEMAKER on 2010-11-25 in Ottawa for the Energy 

Sector Stakeholders. 

Draft should be reviewed with S/Sgt SHOEMAKER. 

Summary: Task created to complete a post-Summit G8-G20 PowerPoint Presentation to be presented by S/Sgt John SHOEMAKER on 2010-11-25 in Ottawa for the 

Energy Sector Stakeholders. 

Matt WELCH completed presentation and it was reviewed and approved by S/Sgt SHOEMAKER. 



FC Review 2010-11-23: SHOEMAKER 
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2010 G8-G20 ISU JIG Task Report: ID 20305 - JIG - PRESENTATION 



/5U-G/S 



Documented Investigation Actions 



DIA: 


36520 


Action Date: 


2010-11-12 11:26:00 Author: SHOEMAKER, John 


Crown: N 






Status: 


S.U.I. Analysis: Y 


Daily Briefing: N 






Vetting Status: 


POC Content: N 


Media: N 
Other Reports: Y 






Action Taken: 


Task created and directed by S/Sgt John SHOEMAKER. 




DIA: 


36521 


Action Date: 


2010-10-25 11:19:00 Author: SHOEMAKER, John 


Crown: N 






Status : 


S.U.i. Analysis: Y 


Daily Briefing: N 






Vetting Status: 


POC Content: N 


Media: N 
Other Reports: Y 






Action Taken: 


Supt Brian LONDON received request to present the post G8-G20 intelligence to the Energy Sector Stakeholders at a classified briefing with participating agencies. 








After some deliberation, Supt LONDON tasked S/Sgt SHOEMAKER with presenting. 










S/Sgt SHOEMAKER subsequently met with AT Matt WELCH who will be creating a PowerPoint that meets the deliverables and expectations of the group. 








ATTACHMENT: 

Email from Tim ONEIL dated 2010-10-25 at 1 1 19 with attached: 
Agenda for Energy Sector Stakeholder meeting 2010-1 1-25 


4 


DIA: 


36633 


Action Date: 


2010-11-23 13:35:00 Author: SHOEMAKER, John 


Crown: N 






Status: 


S.U.I. Analysis: Y 


Daily Briefing: N 






Vetting Status: 


POC Content: N 


Media: N 
Other Reports: Y 






Action Taken: 


Matt WELCH completed the presentation and provided S/Sgt SHOEMAKER the final version via disk. Reviewed and approved by S/Sgt SHOEMAKER. 








ATTACHMENT: 

CD titled Energy Brief with presentation for S/Sgt SHOEMAKER dated 2010-1 1-25. 




< 
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2010 G8-G20 ISU JIG Task Report: ID 20305 - JIG - PRESENTATION 

Summit* Jommt M 



Documented Investigation Actions 



DIA: 36636 Action Date: 2010-11-23 13:40:00 Author: SHOEMAKER, John 


Crown: N 


Status: S.U.I. Analysis: Y 


Daily Briefing: N 


Vetting Status: POC Content: N 


Media: N 
Other Reports: Y 


Action Taken: S/Sgt SHOEMAKER reviewed the Task, completed the Task Summary and checked Concluded Here by Tasker and Reviewed by Supervisor. Disk provided to 

E&R Inbox. 


Linked Documents 




ID Sec Title Reason For Connection 


Reason Code 


35.585 B NATURAL RESOURCES CANADA CLASSIFIED BRIEFING NOV. T20305/DIA36521 

35.586 B CLASSIFIED BRIEFING FOR ENERGY SECTOR STAKEHOLDERS T20305/DIA36521 
35.832 B POST SUMMITS BRIEFING T20305/DIA36633 


DOCUMENT CONTAINS INFORMATION ABOUT TASK 
DOCUMENT CONTAINS INFORMATION ABOUT TASK 
DOCUMENT CONTAINS INFORMATION ABOUT TASK 


Linked Persons 




ID Surname Given 1 Driver's License Sex DOB/Aqe Reason For Connection 


Reason Code 


4 SHOEMAKER John M TASK ASSIGNED BY PERSON 
70 WELCH Matthew U PERSON ASSIGNED TO TASK 


TASK ASSIGNED BY PERSON 
PERSON ASSIGNED TO TASK 



2010 G8-G20 ISU JIG 



T20305.pdf 



Page 3 of 3 



4 



i 



000109 




From: Brian London 

To: Ogden, Jim C; Shoemaker, John 

CC: Johnston, Peter; Wrather, David 

Date: 10/25/2010 11:19 AM 

Subject: Fwd: Natural Resources Canada Classified Briefing Nov. 25th 

Attachments: DRAFT AGENDA EN.pdf; London, Brian.vcf 



John and Jim 

I'm not at all familiar with this. I see that Reg King and the JIG may have had some insight. Can either 

one of you advise me. 

Thanks 
Brian 

David W, would you kindly add this to the Gant Chart for tracking purposes. 



Brian London, Superintendent, 

Deputy Division Operations Officer & Planning Officer, 2010 G8/20 Summits. 

613 799-4407 

brian.london@rcmp-grc.gc.ca 



»> Timothy O'Neil 2010-10-21 9:11 >>> 
Good Day Sir 

i 

I am assisting Natural Resources Canada (NRCan) in the delivery of its Classified Briefing for the Energy 
Sector Stakeholders, which will be held at the CSIS HQ (Ottawa) on November 25, 2010. 

NRCan has requested that the RCMP provide a debrief on the G8/G20 meetings. As you may recall, Reg 
has previously presented to this audience with the objective of informing the private sector about the 

meetings and also solicit their assistance. 



As the RCMP will undoubtedly be relying on the 
private sector for future large conferences, it would be of great value to have the RCMP present to 
provide a lessons learned overview. Basically closing the loop. 



It has been our experience that the more we engage the private sector, the more we learn to use in the 
development our contingency plans. 

All those in the audience will have a Secret clearance, note taking will be prohibited. 
FYI - the Olympic JIG provided pre and post debriefings to this audience. 
Thank you in advance for your anticipated assistance. 

Tim 
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( 2010-11-19) G8G20JIG - Fwd: Natural Resources Canada Classified Briefing No\^25th 



Tim O'Neil 

Senior Criminal Intelligence Research Specialist 
Critical Infrastructure Criminal Intelligence 
National Security Criminal Investigations 
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CLASSIFIED BRIEFING FOR ENERGY SECTOR STAKEHOLDERS 



Hosted by Natural Resources Canada (NRCan) — in collaboration with CSIS, ITAC and RCMP 
LOCATION: Canadian Security Intelligence Service, 1941 Ogilvie Road, Ottawa, Ontario 
PURPOSE: To Discuss National Security and Criminal Risks to Critical Energy Infrastructure 

CHAIR: Jeff Labonte, Director General, Petroleum Resources Branch, NRCan 



DRAFT AGENDA 

AGENDA THEME: The Geopolitics of the Arctic in a Globalized Energy Economy 



WEDNESDAY NOVEMBER 24, 2010 



6:30 PM - 9:00 PM : NETWORKING RECEPTION FOR ALL PARTICIPANTS 
LAURIER ROOM, FAIRMONT CHATEAU LAURIER, 1 RIDEAU STREET, OTTAWA 



THURSDAY NOVEMBER 25, 2010 



MODERATOR - Mr. Tim O'Neil, RCMP 


7 : 00 r-fc:0<T ' 

- ' - -i _\-- ""J T^T - -- " 


j-REGISTRATJON^c-^^^t--*-:', •* : -W: '' ■•^S / - ' '-. .;; 


8 • 00 - 8 * 1 

O . \J\J O • J.VS 


CSIS Welcome and Protocols 


CSIS 


R ■ 10 — 8 • ?0 


Introductory Remarks 


Jeff Labonte, NRCan 


8 • 20 - 9 * 20 


Security Briefing on Canada's North 


Lt. Col. Brian Watson, DND 


9 : 20 - 10 : 00 


Espionage and Corporate Security 


CSIS 


10 : 00-10 : 30 


Criminal Intelligence Activities in Northern Canada 


Luc MacAulay, RCMP 






11:00-11:50 


Intellectual Property Rights & Supply Chain Threats 


Shawn Soubourin, RCMP 


11:50-12:10 


National Cyber Security Policy 


Robert Dick, Public Safety Canada 




^LUNCH;BREAK ; ^^ .,; : /• -^y 


13 : 00 -14: 00 


National Criminal Investigations 


Gilles Michaud, Assistant 
Commissioner, National Criminal 
Investigations 


14:00-14:30 


Suspicious Incidents Reporting 


Wendy Nicols, RCMP 


14:30-15:00 


G8/G20 Debriefs 


RCMP 




fr.BREAKp%5& - -.-.-v :\A-'---r-^ : .\--- i ■. • .f^s -*>"**>'■ r.- ■ ■ ■ -v • .'- . - 


15 : 15 - 16 : 00 


G20 Public/Private Partnerships — 




16:00-16:45 


Walking Towards Radicalisation - Lessons from 
the World Energy Congress 




16:45-17:15 


Open Discussion 


Jeff Labonte, NRCan (Facilitator) 


17:15-17:30 


WRAP UP 


Jeff Labonte, NRCan 


17:30-18:30 


Review of Selected Classified Reports 
(optional for those who are interested) 


Felix Kwamena / John Patterson / 
Tim O'Neil 



Note: The next Classified Briefing for Energy Sector Stakeholders will be on Weds, May 18, 2Q11 
(Preceded by the Networking Reception on Tuesday, May 17, 2011 - details to follow) 
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JIG Overview 
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G8-G20 Summits 
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JIG Mandate 




Collect, collate, analyze, and disseminate accurate information and intelligence 
in a timely manner. 




1 

Facilitate the decision making process in both the planning and execution 
phases of securing the 2010 G8 and G20 Summits. 
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JIG Framework 



Joint Forces Operation: 








Royal Canadian Mounted Police (Lead Agency) 
Ontario Provincial Police (OPP) 

r 

1 

Toronto Police Service (TPS) 

L 

Peel Regional Police(PRP) 
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JIG Framework Cont'd 

• Critical liaison roles created for other national federal agencies including 

h 

h ■ ■ i J 

j , 

j 

* - 

■ _ j 

• Canadian Security Intelligence Service (CSIS) 

w 

■. 

• Canadian Forces (CF) 

■ 1 

■ r 

• Communications Security Establishment Canada (CSEC) 

• Canadian Border Services Agency (CBSA) 

L ■ 

• Integrated Threat Assessment Centre (ITAC) 

• National Security Criminal Operations Branch (RCMP - NSCOB) 

r 

• Integrated National Security Enforcement Team (RCMP - INSET) 
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JIG Locations 



y 




Barrie Main Operating Base. 

• Includes JIG Operations Centre (JOC). 

L 

W 

Greater Toronto Area Forward Operating Base. 

• Includes Domestic and International Coordination 
Centres (DICC and IICC). 

w 

Muskoka Forward Operating Base. 

L 

■ L 

r 

JIG liaison officers at all sites. 
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JIG Structure 



Command 





Strategic 



Support 
Administration 







r 

Primary Intelligence Investigation Team (PUT) 

+ 

Intelligence and Information Management Team (IIMT) 

' ' r 

1 1 ■ j 

L 

Liaison Management Team (LMT) 
Analytical Team (AT) 
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8 Principles of 
Intelligence: 



1. Subsidiary 

2. Ethical & Legal 

3. Trained & Qualified 
Personnel 

w 

4. Confidentiality 

5. Separation of Intelligence 
and Enforcement 

6. Qualified Covert 
Operatives 

7. Utility 

8. Objectivity 
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Command 



PUT 



2010-11-24 



SECRET 



8 



2010 G8-G20 ISU JIG 



DOC0035832.pdf 



Page 8 of 44 



000120 




MUSKOKA 2010 



C20*T0R0NT0 

r 



CANADA 



JIG Threat Variants 




ISU - (SI 



Summit* 201 Sommtto 




2010-11-24 



SECRET 



9 



2010G8-G20 ISU JIG 



DOC0035832.pdf 



Page 9 of 44 



000121 




G2QOT0R0NT 



MUS K-O K A 2010 



CANADA 



Security Threat Variants 



Public Order 



Terrorism 



Internecine Strife 




Independent Asymmetric Threats 



Threat Type Examples 
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Security Threat Variants (Cont'd) 

Organized Crime 

4 

Cyber-Threats 

Espionage/Foreign Interference 
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All-Source Threat Variants 



Critical Infrastructure 



CBRNE 



Natural Disaster/Weather 
Public Health 
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Public Order 



Multi-faceted. 



r 

r 

Radical Left Wing / Anarchist Activism 

* 

■i 

■ ■. 

Radical Right Wing Activism. 

r 

'l 

Issue Specific Extremism / Activism. 

L 

Aboriginal Activism. 




Barrier Lake Protest. 
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JIG BASELINE SUBJECTS PRIOR TO THE EVENT 

.■- 
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• Suspects: 22 




Persons Of Interest (POI's) : 64 




Independent Asymmetric Threats (LAT's) : 10 




Associates: 259 





Mentioned In Reports (MIR) : 1162 
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19 Charged with criminal conspiracy. 



Individuals from across Ontario/Quebec 



Arrests prevented planned actions. 



Advocated the use of violence and vandalism 



Had contemplated targeting infrastructure. 
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EVENTS THAT DISPLAYED POTENTIAL THREATS TO INFRASTRUCTURE: 



EVENT: Demonstration Against Prisons 

r 

DATE: 2010-06-27 

LOCATION: Bruce Mackey Park, Toronto to Don Jail 
GROUP(s): Southern Ontario Anarchist Resistance (SOAR) 
POTENTIAL TACTICS: Fireworks, Spray Paint. 



ASSESSMENT 
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This threat was mitigated by police onsite. 
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Integrated Security Unit 
Joint Intelligence Group 
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Presented By: J. SHOEMAKER, S/Sgt. 
ISU JIG Deputy Commander 
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JIG Mandate 



r 

Collect, collate, analyze, and disseminate accurate information and intelligence 

in a timely manner. 



h ■ 

Facilitate the decision making process in both the planning and execution 
phases of securing the 2010 G8 and G20 Summits. 
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JIG Framework 

Joint Forces Operation: 

• Royal Canadian Mounted Police (Lead Agency) 

• Ontario Provincial Police (OPP) 

• Toronto Police Service (TPS) 

• Peel Regional Police(PRP) 
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JIG Framework Cont'd 

Critical liaison roles created for other national federal agencies including: 

• Canadian Security Intelligence Service (CSIS) 

h 

1 j 

• Canadian Forces (CF) 

Communications Security Establishment Canada (CSEC) 

Canadian Border Services Agency (CBSA) 

Integrated Threat Assessment Centre (ITAC) 

National Security Criminal Operations Branch (RCMP - NSCOB) 
Integrated National Security Enforcement Team (RCMP - INSET) 
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JIG Structure 

Command 

• Strategic 

• Support 

• Administration 

Primary Intelligence Investigation Team (PUT) 
Intelligence and Information Management Team (IIMT) 

• Liaison Management Team (LMT) 
Analytical Team (AT) 
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Intelligence Process being used in the JIG 
Wheel turns continuously 

Commander has critical intelligence requirements, 
collection plan drafted based on those requirements 

w 

Go around red wheel starting at Determine. 
LMT just delivers 

Consumption is both internal/external 
No end to the process - continuous. 

Intelligence collection always starts with planning and 
direction. 
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Security Threat Variants 




Public Order 



• Terrorism 



f rtf**rnwint* Strife 



Independent Asymmetric Threats 




Photos (clockwise from top left): 

• Internecine Strife - Tamil Protest in Toronto (2009-05-10) 

r 

•Independent Asymmetric Threats 



•Theodore KACZYNSKI (Unabomber) 

•James Charles KOPP (Sniper style murder/attempted 
murder of physicians in US and Canada who performed 
abortions) 

\ 

•Terrorism - Member of Toronto 18 



•Public Order - Black Bloc in Vancouver 
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Security Threat Variants (Cont'd) 

• Organized Crime 

• Cyber-Th rears ■ 

• Kspiooage/ foreign interference 
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All-Source Threat Variants 

•Critical Infrastructure 

• CBRNE 

• Natural Disaster/Weather 

• Public Health 




• Protocols in place to exchange timely 
information/intelligence between JIG and other 
government agencies. 

* 



CBRNE: Chemical, Biological, Radiological, Nuclear, 
High Yield Explosives 
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• (Left) Magnatron/Microwave Gun with focusing horn. (Right) Triple Barreled Potato 
Gun. 



(Taken from open source as examples, not evidentially photos). 
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JIG BASELINE SUBJECTS PRIOR TO THE EVENT 



Suspects: 22 (Seven on Group Conspiracy Charges, 3 on 
RBC firebombing) 



Persons Of Interest (POI's): 64 (5 on Group Conspiracy 
Charges) 



ndependent Asymmetric Threats (lAT's): 10 



Associates: 259 



Mentioned In Reports (MIR): 1162 
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Public Order - Conspiracy 







19 Charged with criminal conspiracy. 



Individuals from across Ontario/Quebec 



Arrests prevented planned actions. 



Advocated the use of violence and vandalism 



Had contemplated targeting infrastructure. 
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• Jointly charged on 2010-06-25 by the ISU Crime Team and arrested for conspiracy to 
commit mischief over $5,000, conspiracy to assault police and conspiracy to obstruct 
police are: 

(-S: Baseline Suspect [7], -P: Baseline POI [5], -A: Baseline Associate [5]) 
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Public Order - Protest Events 





EVENTS THAT DISPLAYED POTENTIAL THREATS TO INFRASTRUCTURE 



EVENT: Demonstration Against Prisons 
DATE; 2010-06-27 

LOCATION: Bruce Mackey Park, Toronto to Don Jail 
GROUP(s): Southern Ontario Anarchist Resistance (SOAR) 
POTENTIAL TACTICS: Fireworks, Spray Paint. 



ASSESSMENT 




This threat was mitigated by police onsite. 
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Large Scale protest was to meet at Bruce Mackey Park then travel to the Don Jail. 



This protest was to be conducted by SOAR. 



The use of fireworks were intended to be part of the protest. 



The threat of this occurring was mitigated by police onsite. 
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Questions ? 
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